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Subject

Authorize an increase of $3 million, to an amount not-to-exceed $41.1 million, for an existing 5-year agreement
with Securitas to provide security guard services through December 31, 2020; the General Manager has
determined that the proposed action is exempt or otherwise not subject to CEQA

Executive Summary

This action authorizes a $3 million increase to an existing agreement with Securitas to provide security guard
services for the five-year period beginning January 1, 2016, and ending December 31, 2020. During this period,
Metropolitan security requirements have been augmented to further safeguard its critical infrastructure and to
ensure the provision of safe and reliable water supplies. As a result of these additional safeguards, a $3 million
increase to the existing agreement is required for the remainder of the five-year term.

Details

Background

Metropolitan owns and operates critical water infrastructure throughout Southern California. On October 23,
2018, Congress passed the America’s Water Infrastructure Act, authorizing the U.S. Environmental Protection
Agency (USEPA) to collect vulnerability assessments and an emergency response plan from drinking water
utilities. Subsequently, the U.S. Department of Homeland Security (DHS) was also given the responsibility for
assessing and protecting the nation’s critical infrastructure, including the water sector.

Both DHS and USEPA provide guidance and oversight for water utilities to protect critical water infrastructure.
These agencies stress the benefits provided by a professional guard force for controlling access, patrolling, and

responding to incidents. Further, Metropolitan’s ability to protect its employees and facilities—and to adjust its
response to changing threats—requires the flexibility and specialization best obtained through contracted guard
services, which can provide on-call emergency staffing and specialized capabilities on short notice.

In order to provide around-the-clock, flexible response capabilities, security guard services have been secured
independent of Metropolitan’s workforce for decades. The security services include their own supervision and
guard coverage at 18 major facilities (including Union Station Headquarters), and additional roving security
patrols during off-hours and at unattended facilities. The guards facilitate access for employees, verify access for
contractors and vendors, and observe and report any threats, intrusion attempts, or other emergencies. In addition,
Metropolitan uses the guard service to staff the Security Watch Center and continuously monitor Metropolitan’s
system-wide electronic security system. This contracted service allows trained security staff to respond to threats
without diverting water treatment plant and system operators from their core operational responsibilities.

The contract guard service provides Metropolitan maximum flexibility to close guard posts in areas where they
are no longer needed or create new ones in conjunction with changing site conditions or threats. The guard
service also provides a surge capacity of up to 20 more staff (30 guards) within 24 hours of any emergency
request, thereby assuring capacity to rapidly augment protection to meet emergency demands.
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In September 2015, the Board approved a five-year contract with Securitas Security Services, Inc. for a maximum
payable of $38.1M. Since the time the contract was signed in 2015, Metropolitan has expanded the contract
functions significantly to accommodate the evolving and changing threats.

After the tragic events of the San Bernardino Department of Public Health shooting in December 2015, Security
established an enhanced Security Action Plan to augment the security posture at Metropolitan. Additionally,
other factors have added demands for increased security activity. The explosive growth in homelessness has
required a significant increase in patrolling and responding to increased trespassing and encroachments. Also, the
construction activity at Union Station has required more patrolling during evening and weekend hours. As a
result of these increased demands and functions, there have been additional costs and fees not anticipated in the
2015 agreement. Those factors include:

e Hiring of additional security guard force, armed officers, and management staff.
e Adding armed guards at specified locations.
e Increased patrol at all facilities.
e Purchase of x-ray machines and other equipment to protect facilities and improve visitor screening.
e Vehicle replacements.
e Guard services’ union and minimum wage increases.
Summary

This action authorizes a $3 million increase, to an amount not-to-exceed $41.1 million, for an existing 5-year
agreement with Securitas to provide security guard services through December 31, 2020.

Policy

Metropolitan Water District Administrative Code Section 8121: General Authority of the General Manager to
Enter Contracts

Metropolitan Water District Administrative Code Section 8122 (g) (2): General Manager’s Contracting Authority
to Execute Contracts for Routine Services Generally Identified in Adopted Budget

Metropolitan Water District Administrative Code Section 11104: Delegation of Responsibilities
California Environmental Quality Act (CEQA)

CEQA determination for Option #1:

The proposed action is not defined as a project under CEQA (Public Resources Code Section 21065, State CEQA
Guidelines Section 15378) because the proposed action will not cause either a direct physical change in the
environment or a reasonably foreseeable indirect physical change in the environment, and because it involves
continuing administrative activities such as general policy and procedure making (Section 15378(b)(2) of the
State CEQA Guidelines). In addition, the proposed action is not defined as a project under CEQA because it
involves the creation of government funding mechanisms or other government fiscal activities which do not
involve any commitment to any specific project which may result in a potentially significant physical impact on
the environment (Section 15378(b)(4) of the State CEQA Guidelines).

CEQA determination for Option #2:

None required
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Board Options

Option #1

Authorize a $3 million increase, to an amount not-to-exceed $41.1 million, for an existing 5-year agreement
with Securitas to provide security guard services through December 31, 2020.

Fiscal Impact: Expenditure of $3 million in operations and maintenance funds, which is a budgeted and
planned for expenditure in the current and next biennial budget periods.
Business Analysis: This option will provide the necessary funding through the end of the five-year contract
period to meet the recommendations of Metropolitan’s Security Action Plan.

Option #2
Do not proceed with an amendment
Fiscal Impact: None
Business Analysis: This option would require the scaling back of security services to the 2015 level so as
not-to-exceed the original agreement amount of $38.1 million as originally approved by the Board.

Staff Recommendation

Option #1
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