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Report 
Office of the General Auditor 

 

Summary 

Three reports were issued during the month: 

  

1. Consulting Agreements with Lee & Ro, Inc., Richard Brady & Associates, and Black & 

Veatch Corporation 

2. Oracle Financial Application – General Ledger Module 

3. Audit Quality Assurance – Self-Assessment Review 

  

Discussion Section 
This report highlights the significant activities of the Internal Audit Department during  
May 2017.  In addition to presenting background information and the opinion expressed in the audit 
report, a discussion of findings noted during the examination is also provided. 
 
 

Consulting Agreements with Lee & Ro, Inc., Richard Brady & Associates, and 

Black & Veatch Corporation 
 

Background 

 

The Engineering Services Group is responsible for ensuring Metropolitan meets its mission of 

delivering adequate and reliable supplies of high quality water to its 5,200 square mile service area.  

They provide routine maintenance of Metropolitan’s five water treatment plants, nine reservoirs, 16 

hydroelectric facilities, and the Colorado River Aqueduct.  In addition, they provide oversight of 

Metropolitan’s Capital Investment Plan, which sustains long term reliability of the delivery and 

treatment system. 

 

The Engineering Services Group advances these goals by providing technical resources and 

delivering projects that help Metropolitan meet its mission.  Specifically, they provide program 

management, engineering design, construction management, and facility planning services.  In 

addition, they provide oversight of various consulting agreements used to supplement in house 

resources and provide specialized skills to complete these tasks.  

    
In January 2014 the Board authorized the final design for the Mills Plant electrical upgrade.  The 

District entered into a one year agreement with Lee & Ro (#141719) in an amount not to exceed 

$723,000 to provide engineering services for the Stage 1 final design.  Under this agreement, Lee
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& Ro prepares design drawings and specifications, construction cost estimates and technical 

assistance during bidding.  The agreement was amended to extend the effective date until 

December 2017.  Payments to Lee & Ro as of January 2017 totaled $691,174.    

 

In April 2014 the Board authorized an agreement with Richard Brady (#145360) in an amount not 

to exceed $2 million per year to provide “on call” engineering services.  The scope of work 

includes preliminary and final design work for conveyance, distribution, and storage facilities.  

This agreement was amended to extend the contract period until June 2017 and rollover the 

maximum amount payable of $2 million for the extended contract year.  Payments to Richard 

Brady as of January 2017 totaled $882,605. 

In November 2015 the Board authorized an agreement with the Sanitation Districts of Los Angeles 

County (Sanitation Districts) for collaborative efforts to implement a potential Regional Recycled 

Water Supply Program (Program).  Under the Program, effluent water from the Sanitation 

District’s Joint Water Pollution Control Plant would be purified and reused for the recharge of 

groundwater basins.  The Board authorized an agreement with Black & Veatch (#160524) in an 

amount not to exceed $1.9 million to conduct a feasibility study of the Program’s delivery system.  

The agreement was amended to extend the contract duration until June 2018.  Payments to Black & 

Veatch as of January 2017 totaled $874,186.  

 

Opinion 

 

In our opinion, the accounting and administrative procedures over consulting agreements with Lee 

& Ro, Richard Brady, and Black & Veatch include those practices usually necessary to provide for 

a generally satisfactory internal control structure.  The degree of compliance with such policies and 

procedures provided effective control for the period January 2014 through January 2017. 

 

Comments and Recommendations 
 
LATE INVOICES 

 

Vendor invoices should be reviewed for contract, invoice, payment, or documentation 

discrepancies in accordance with established guidelines and with the terms and conditions of the 

agreement.  Timely payment of payables is necessary to match expenditures with the period in 

which they occur and it ensures the prompt discharge of debt obligations.  

 

We reviewed twenty-two invoices totaling $1.2 million that were paid between April 2014 and 

December 2016.  During this review, we noted that Lee & Ro’s June 2015 invoice included 

charges of $17,871.50 for services provided between September 2014 and March 2015; a delay of 

three to nine months.  Further review revealed that the terms and conditions of the Lee & Ro 

agreement did not stipulate monthly billing. 
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Processing delays could result in payment discrepancies not being resolved on a timely basis. 

Moreover, extended intervals between the period that services are provided and invoices are 

submitted increases the likelihood of undetected errors and duplicate charges.   

 

We recommend management include deadlines for submitting invoices on all future agreements. 
 

___________________________________________________________________________________ 

 

ORACLE FINANCIAL APPLICATION – GENERAL LEDGER MODULE 

 
Background 

 
Metropolitan uses the Oracle Financial Application to support its core business functions.  The 

Oracle Financial Application includes General Ledger as well as modules for Accounts Payable 

(including iExpense and EBTax), Accounts Receivable, Projects and Grants, Fixed Assets, 

Procurement, and Inventory.  Each of the modules feed into the general ledger module, 

Metropolitan’s central repository for financial information.     

 

In November 2014, the Metropolitan Board appropriated $3.93 million to upgrade the Oracle 

Financial Application and deploy iExpense, an integrated Oracle module to track, among other 

things, employee expenses.  In addition to iExpense, EBTax was also added to the Oracle Financial 

Business Suite.  The goal of the upgrade was to enhance functionality and compatibility with 

recently upgraded servers.  The project was deployed in February 2016. 

 
Opinion 

 
In our opinion, the application controls over the G/L Module include those practices usually 

necessary to provide for a generally satisfactory internal control structure.  The degree of 

compliance with such policies and procedures provided effective control for the period between 

March 1, 2016 and December 31, 2016.  

 
Comments and Recommendations 

 
BUSINESS RECOVERY EXERCISE (BRE) 

 

The Business Recovery Exercise is a part of ongoing efforts to refine business continuity 

procedures, test IT disaster recovery capabilities, and train staff to ensure business applications and 

operations can be recovered in the event of a disaster.  The BRE includes processing backup data 

through mock business operation cycles to determine that systems function completely and 

accurately.  The BRE uses these simulations to ensure business users can restore computer systems 

and resume business operations in accordance with procedures in the business continuity plan.  The 

IT disaster recovery, which is used in conjunction with the BRE, tests to ensure that applications 

can be resumed at the Lake Mathews remote disaster recovery facility (DRF).  IT disaster recovery 
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also verifies that computer network systems, infrastructures, and application software can be 

resumed.  

 

During our review, we were unable to locate evidence that a BRE had been performed for the G/L 

Module since the upgrade in February 2016.  However, it should be noted that IT performs disaster 

recovery tests at the DRF on a regular basis.  

  

Failure to perform periodic BRE tests may result in the interruption of essential business functions 

in the event of a disaster.  

 

We recommend that the Business Continuity Program Manager work with the IT section to 

schedule a BRE for the G/L Module.  Moreover, we recommend that tests of the BRE should be 

conducted on a periodic basis.    

 
___________________________________________________________________________________ 

 

AUDIT QUALITY ASSURANCE – SELF ASSESSMENT REVIEW 

 
Background 

 

The Internal Audit Department (Department) implemented a Quality Assurance and Improvement 

Program (QA&IP) in 2007.  The purpose of the QA&IP is to help ensure the Department continues 

its contribution to the Metropolitan Water District (District) risk management, control and 

governance efforts.  The principles behind the QA&IP are set forth in The Institute of Internal 

Auditors (IIA) International Standards for the Professional Practice of Internal Auditing 

(Standards).  Compliance with the Standards, which include the Definition of Internal Auditing and 

the IIA Code of Ethics, helps ensure the department provides independent, objective professional 

services to help the District achieve its objectives. 

  

The QA&IP is a comprehensive assessment of the Department’s procedures, processes, staff, 

management, and governance practices.  Individual elements of the QA&IP include policies and 

procedures, training and improvement activities, annual internal self-assessments and external 

assessments performed by an independent third party every five years.  Accordingly, the 

Department completed annual QA&IP reviews since 2007 and, in June 2012, contracted with the 

IIA to perform an external Quality Assurance Review.  Their review resulted in the Department 

being judged to be in “general conformance” with the Standards, the highest possible rating.   

 

This report assesses the Department’s compliance as of May 2017 using the methodology outlined 

in the IIA’s 2013 Quality Assessment Manual.  The broad objectives of this review were to: 

 Assess conformity to the Standards 

 Assess effectiveness in carrying out the Department’s mission, as set forth in the Audit 

Department Charter 

 Identify opportunities to strengthen the Department’s value to the District 
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The self-assessment is thorough and comprehensive.  We assessed audit policies, procedures, and 

governance practices.  We examined the processes for risk assessment, audit planning, audit 

performance and staff management.  In addition, we surveyed clients and audit staff to identify 

strengths and opportunities for improvement.  Finally, the essence of the assessment involved the 

detailed review of a sample of audit workpapers, final reports and communications with the Board. 

 

Conclusion 

 

Our conclusion is that the Department “Generally Conforms” to the Standards.  For a detailed 

list of conformance with individual Standards, please see attachment A. 

 

Put in context, the IIA’s 2013 Quality Assessment Manual suggests three possible ratings: 

“Generally Conforms,” “Partially Conforms,” and “Does Not Conform.”  “Generally Conforms”, 

the highest rating, means that an internal audit activity has a charter, policies and processes that 

conform to the Standards.   

 

Moreover, the self-assessment concluded that the Audit Department is well structured and 

enlightened with regard to the Standards.  In addition, management endeavors to provide useful 

audit tools and implements appropriate practices.  The comments and recommendations presented 

below offer suggestions for improvement in audit practices.  

 

Recommendations for the Internal Audit Activity 

 

1. Workpaper Documentation  

 

Thorough and proper workpapers enable qualified individuals to re-perform audit procedures, 

duplicate results and, in the process, evaluate audit quality.  IIA Standard 2330 requires internal 

auditors to “document sufficient, reliable, relevant, and useful information to support the 

engagement results and conclusions”.  In addition, Department policies and procedures require 

each workpaper to be “descriptive enough to stand on its own without questions from the reader.”   

 

Audit workpapers are maintained in TeamMate, one of the industry’s leading audit management 

software systems.  We reviewed workpaper files for nine internal audit reports; eight issued during 

FY 2015-16, one during FY 2016-17.  Seven of the nine workpaper files we examined did not meet 

Department standards.  In these instances workpapers were difficult to follow as they lacked 

sufficient details and/or the supporting documentation needed to be easily understood.  Moreover, 

in one instance, workpaper deficiencies precluded us from re-performing the audit procedures 

which prevented us from duplicating the audit results.    

 

Audit work that is not clearly and thoroughly documented makes supervisory review more difficult 

and time-consuming.  Incomplete workpapers prevents qualified individuals from re-performing 

audit procedures in order to duplicate results and corroborate conclusions.     
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Recommendation 

 

Internal audit staff should comply with Department workpaper standards.  Auditors should ensure 

that work is adequately documented with sufficient, reliable information to support engagement 

results and conclusions.  Moreover, an evaluation of staff compliance with Department standards 

should be a component of performance evaluations. 

 

2. Engagement Supervision 
 

IIA Standard 2340 requires engagements to “be properly supervised to ensure objectives are 

achieved, quality is assured, and staff is developed.”  Additionally, Department policy requires 

audit management to review and approve work progress at specific points in the audit. 

 

The General Auditor reviews each internal audit report prior to issuance, asking questions of the 

audit team and editing the report as necessary.  Interviews with audit staff revealed first level 

supervisors regularly reviewed workpapers orally; however those reviews were often not 

performed at the appropriate time.  In addition, our examination revealed that reviews and 

approvals were often not documented or were not completed on a timely basis; only three 

workpaper files in our sample of nine showed evidence of timely review.  Furthermore, in four 

cases the formal workpaper review was not documented until after the final report was issued.  

Finally, in two instances the workpapers showed no evidence of review.  These findings are 

consistent with the issues noted in the previous comment which indicate engagement supervision is 

not sufficiently rigorous.   

 

Late or incomplete work reviews can adversely affect audit quality, stifle staff development, delay 

final report issuance, and check quality assurance efforts.  Failure to document work product 

reviews is contrary to professional standards and questions supervisory involvement.  

 

Recommendation 

 

Although oral discussions provide value to staff, audit managers should augment this process with 

formal written reviews on a timely basis.  Specifically: 

  

 Reviews and approvals should take place at defined milestones of the engagement, as 

specified by Department policy.  

 Reviews should be documented when they are performed. 

 Timeliness and an assessment of the quality of the workpaper reviews should be a 

component of the audit manager’s performance evaluation. 

 

3. Computer-assisted Audit Techniques 

 

IIA Standard 2300 requires auditors to “identify sufficient, reliable, relevant, and useful 

information to achieve the engagement’s objectives.”   
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Audit workpapers examined revealed that test samples were judgmentally determined, limited as to 

sample size, and lacked the sophistication necessary to obtain more penetrating and insightful 

testing.   

 

Inadequate sample selection criteria and perfunctory test scripts could result in the failure to 

identify crucial audit evidence and could prevent staff from completing the engagement objectives. 

 
Recommendation 

 

Consideration of computer-assisted audit techniques should be made for each audit to design the 

most effective and efficient compliance and substantive tests.  Use of these sophisticated tools 

broadens audit scope, provides greater assurance as to the veracity of test results, and leads to more 

perceptive audit observations. 

 

4. Audit Time Management 

 

IIA Standard 2030 requires the chief audit executive to “ensure that internal audit resources are 

appropriate, sufficient, and effectively deployed to achieve the approved plan.”   

 

The Audit Department Annual Audit Plan is both a compilation of the audit universe and a 

proposed schedule for the upcoming fiscal year.  Audit time is tracked by the hour and a 200-hour 

placeholder budget is assigned to reoccurring contract and construction audits.  Moreover, as audit 

planning and fieldwork advance, staff is responsible for time management and budget constraints.  

Accordingly, staff can initiate a budget increase request that discusses the need for additional audit 

hours.  In this appeal, staff must justify the increase by reconciling the hours requested against the 

cost/risk of not approving the budget change.   

 

Recommendation 

 

Future Annual Audit Plans should consider establishing more accurate budgets for reoccurring 

audits based on past experience and current risk assessments. 

 

5.  Policies and Procedures 

 

IIA Standard 2400 requires the chief audit executive to “establish policies and procedures to guide 

the internal audit activity.”   

 

The Department has an excellent Policies and Procedure manual.  However, it has not been 

updated to consider current IIA Standards. 

 

Policies and procedures provide management with guidelines for consistent performance of daily 

operations.  They also facilitate training of new employees and serve as a reference for experienced 

personnel.  Outdated policies and procedures may result in inconsistent performance and reduce 

the effectiveness of employee training. 
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Recommendation 

Update Department Policies and Procedures to reflect current standards and practices. 

 

 

6. Audit Department Charter (Department Charter) 
 

Internal Audit must be free from interference in determining the scope of internal auditing, 

performing work, and communicating results.  IIA Standard 1110 requires the chief audit executive 

to “confirm to the board, at least annually, the organizational independence of the internal audit 

activity.”   

 

The Department Charter is established in Article 4 of MWD Administrative Code.  Over the years 

there have been numerous changes to IIA Standards; the most recent revision became effective in 

January 2017.  Current standards are not fully reflected in the existing Department Charter.  

Additionally, some language in the Charter may not be applicable, such as compliance with 

Government Auditing Standards (GAGAS). 

 

An outdated Department Charter may result in confusion and make it more difficult to comply with 

IIA Standards. 
 

Recommendation 

 

The Department Charter should be revised to reflect the most recent IIA Standards.  In making 

revisions, consideration should be given to the IIA’s 2017 Model Internal Audit Activity Charter.  

Revisions should be included in MWD’s Administrative Code and formally approved by the 

Board.  In addition, the Department Charter should be reviewed annually by the Audit & Ethics 

Committee.    

 

7. Audit and Ethics Committee Charter 

The Audit Committee Charter provides specific guidance concerning the committee’s duties and 

responsibilities.   

MWD’s Audit and Ethics Committee Charter is established in Article 1, Section 2501 of the 

Administrative Code; however it does not reflect recent changes as proposed by the IIA Standards. 

Recommendation 

Consider revising the Audit and Ethics Committee Charter to more fully define the committee’s 

role and responsibilities in promoting effective organizational governance.  The IIA’s 

Implementation Guide IG1000 provides context for such an action and the IIA’s Model Audit 

Committee Charter provides content suggestions. 
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Observations of Best Practices 

 

In developing a strategic plan and vision statement, the General Auditor conducts extensive 

conversations with senior management and the Board.  He also researches emerging trends and 

techniques and reviews numerous Global Audit Committee surveys and studies.  There is an 

opportunity to enhance this process by using the IIA’s Global Audit Information Network 

(“GAIN”) Benchmarking Tool.  The GAIN Benchmarking Tool permits comparisons with audit 

departments of similar size, experience and other metrics for the Department’s peer group.  
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ATTACHMENT A 

 (GC = Generally Conforms, PC = Partially Conforms, DNC = Does Not Conform)  

Quality Assessment Evaluation Summary—Overall Evaluation GC PC DNC 

OVERALL EVALUATION X   

 

Quality Assessment Evaluation Summary—Major/Supporting 
Standards GC PC DNC 

1000 Purpose, Authority, and Responsibility X   

1010 Recognition of the Definition of Internal Auditing, the Code of Ethics, 

and the Standards in the Internal Audit Charter 

X   

1100 Independence and Objectivity X   

1110 Organizational Independence X   

1111 Direct Interaction with the Board X   

1120 Individual Objectivity X   

1130 Impairment to Independence or Objectivity X   

1200 Proficiency and Due Professional Care X   

1210 Proficiency X   

1220 Due Professional Care X   

1230 Continuing Professional Development X   

1300 Quality Assurance and Improvement Program X   

1310 Requirements of the Quality Assurance and Improvement Program X   

1311 Internal Assessments X   



Date of Report: May 31, 2017 

Date of Report: May 31, 2017 
Page 11 

 

 

 
 
 

 
 
 
 

Quality Assessment Evaluation Summary—Major/Supporting 
Standards GC PC DNC 

1312 External Assessments X   

1320 Reporting on the Quality Assurance and Improvement Program X   

1321 Use of “Conforms with the International Standards for the 

Professional Practice of Internal Auditing” 

X   

1322 Disclosure of Nonconformance X   

2000 Managing the Internal Audit Activity X   

2010 Planning X   

2020 Communication and Approval X   

2030 Resource Management X   

2040 Policies and Procedures X   

2050 Coordination X   

2060 Reporting to Senior Management and the Board X   

2070 External Service Provider and Organizational Responsibility for 

Internal Auditing 

X   

2100 Nature of Work X   

2110 Governance X   

2120 Risk Management X   

2130 Control X   

2200 Engagement Planning X   

2201 Planning Considerations X   

2210 Engagement Objectives X   
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Quality Assessment Evaluation Summary—Major/Supporting 
Standards GC PC DNC 

2220 Engagement Scope X   

2230 Engagement Resource Allocation X   

2240 Engagement Work Program  X  

2300 Performing the Engagement  X  

2310 Identifying Information  X  

2320 Analysis and Evaluation X   

2330 Documenting Information  X  

2340 Engagement Supervision   X 

2400 Communicating Results X   

2410 Criteria for Communicating X   

2420 Quality of Communications X   

2421 Errors and Omissions X   

2430 Use of “Conducted in Conformance with the International Standards 

for the Professional Practice of Internal Auditing” 

X   

2431 Engagement Disclosure of Nonconformance X   

2440 Disseminating Results X   

2450 Overall Opinions X   

2500 Monitoring Progress X   

2600 Communicating the Acceptance of Risks X   

 The IIA’s Code of Ethics X   

 


