
• ITSP Quarterly Report - Written Report (period ending Sept. 2014)

Summary 
This report provides a quarterly update on progress to implement Metropolitan’s Information Technology 
Strategic Plan (ITSP) and on information technology (IT) activities for the period ending September 30, 2014.  
The ITSP provides a roadmap to guide the investment and deployment of information technology at Metropolitan 
over the next three to five years.  The plan was refreshed in 2010 and is currently being updated based on 
changing business needs and technologies.  The goal of the plan is to leverage information technology 
investments to increase long-term reliability, while improving Metropolitan’s overall efficiency and effectiveness.  
Oversight of IT investments is provided by the IT Guidance Committee consisting of senior management and the 
Capital Investment Plan (CIP) Evaluation Team as part of the CIP planning process. 

There were a number of important milestones achieved during the period that are summarized in this report.  
Selected accomplishments include: obtained Board approval and authorization for the final design phase and pilot 
of the Wadsworth Pumping Plant Control and Protection System Upgrade; successfully completed Laboratory 
Information Management System upgrade and rolled-out to users; effectively implemented the 60 days email 
retention policy; completed data collection as part of the Information Technology Strategy Plan Assessment 
report; piloted mobile timesheet approval and purchase order requisition approval.  

Key milestones for the upcoming quarter ending December, 2014 include: obtaining Board approval and 
authorization for the Network Reliability Upgrade, Voice over Internet Protocol and the Oracle Financial 
Application; continuing to work collaboratively with consultants on the Development report of IT Strategic Plan; 
in conjunction, starting the Bay Delta Conservation Plan project IT assessment; rolling out of the new Accounts 
Payable automation system. 

Purpose 
Administrative Code 2700; Article 2 Quarterly Reports; Section 2720 General Manager’s Quarterly Reports; (e) 
To the Organization, Personnel and Technology Committee, the status of all information technology projects 
throughout the organization. 

Detailed Report 
Attached are highlights of progress and major milestones reached on IT projects / initiatives during the period of 
July 1, 2014 through September 30, 2014.  The projects are categorized by business driver as follows: 

 
 

 

Report 
Business Technology Group 

IT STRATEGIC PLAN 

Enhanced Reliability – Enhance system reliability 

Improved Water Quality – Ensure water quality excellence 

Enhanced Cyber Security – Effectively manage and safeguard assets 

Productivity / Cost Efficiency – Improve process efficiency and 
effectiveness 

Date of Report: 12/9/2014  



Enhanced Reliability: 
Through 1st Quarter 

FY Budget: $2.25 M       FY Expended: $0.80 M 
Key Accomplishments Included: 
Network Reliability Upgrades 
Metropolitan’s network connects workstations, 
servers, and computer equipment via communication 
lines that extend throughout the distribution system 
and to the Colorado River Aqueduct (CRA) pumping 
plants.  A majority of Metropolitan’s communication 
network devices have been in continuous operation 
between 7 and 12 years.  Recent inspections have 
identified network hardware components showing 
signs of wear and requiring increasingly frequent 
repairs.  Typical useful life expectancy for network 
hardware ranges from seven to nine years for network 
equipment.  Metropolitan depends on this 
communication network to transmit data, voice, video, 
and command signals to operate its distribution and 
business systems.   
 During the period, staff published competitive 

solicitation for network hardware as part of the IT 
Network Reliability Upgrade Project.   

 Staff plans to seek Board’s authorization next 
quarter to authorize the final design of electrical, 
cooling, and backup power system upgrades and 
to authorize preliminary design and field 
assessments of network equipment.  

Voice over Internet Protocol (VOIP) 
The new VoIP telephone system will replace the 
existing telephone system that has reached the end of 
its useful service life.  This system has been in 
continuous operation for over 22 years and is at the 
end of its useful service life.  The upgrade to a VOIP-
based system will create the infrastructure foundation 
to enable future convergence of related 
communications technologies such as messaging (e-
mail, instant messaging, text messaging, fax, and 
voice mail) and conferencing (audio, video, and web).   
 As part of the competitive Request for Proposal, 

staff interviewed vendors for the Design and 
Implementation of VoIP.   

 In November, staff plans to request Board’s 
authorization to award a contract to replace the 
aging telephone system. 

Hiram Wadsworth Pumping Plant  
The systems automatically operate and protect the 
pump/turbine units, enabling the facility to control 
flows between Diamond Valley Lake, the Inland 
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Feeder, and the San Diego Canal.  These systems have 
reached the end of their service life and individual 
components have begun to fail.  The pumping plant’s 
control and electrical protection systems are failing 
due to their length of time in service, while spare parts 
are no longer available.  The upgrades are needed to 
maintain full operational control and reliability of the 
facility. 
 In July, the Board appropriated and authorized 

final design to replace the control and electrical 
protection systems for the Hiram W. Wadsworth 
Pumping Plant.  

 During this period, staff negotiated and executed 
agreements with Prime Consultant and Owner’s 
Engineer.  Furthermore, staff conducted project 
mobilization meetings, worked collaboratively 
with consultants and responded to requests for 
information (e.g. control schematic drawings, 
programing codes, and design standards). 

Emergency Radio System (Two Way Radio) 
Metropolitan staff relies on handheld, vehicle-
mounted, and fixed-station radios for both emergency 
response and day-to-day operational communications. 
The existing radio configuration uses a combination of 
three different localized systems which were deployed 
over a period of three decades.  The systems lack 
reliability, capacity, and coverage to meet disaster 
recovery needs, and are difficult to use.  During recent 
disaster recovery exercises, the radio systems could 
not provide an effective means of communication.  
This project will replace the existing three systems 
with a single system of sufficient capacity, usability, 
and coverage to communicate across Metropolitan’s 
entire service area. 
 In July, project kickoff meeting was completed 

with key stakeholders. 
 During the period, IT staff worked in conjunction 

with consultants on project schedule, project 
management, preliminary risk management plan, 
and preliminary design.  

 Next step, staff will be working with WSO on 
pilot phase installation at Weymouth  

Oracle 12 Upgrade 

The Oracle Financial application supports 
Metropolitan’s core business functions.  In order to 
obtain a higher level of vendor support, the application 
requires an upgrade to the current version.  There has 
not been a major upgrade to the Oracle Applications 
since 2002, when the Project and Grants Accounting 
module was deployed.  In addition, existing financial 
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application cannot run on new hardware.  The upgrade 
is required to enhance functionality and maintain 
software currency and vendor support. 
 During this period, staff completed the 

competitive Requested for Proposal and conducted 
final interviews. 

 Staff plans to seek Board’s authorization to 
proceed with the Oracle 12 Upgrade project next 
period. 

Other Key Activities and Accomplishments 
 Supervisory Control and Data Acquisition 

(SCADA) Server Replacement: Metropolitan’s 
SCADA system is used to monitor and control 
water system processes such as water conveyance, 
distribution, and treatment, as well as provide the 
source of data for operational business processes 
such as regulatory compliance, chemical 
inventories, and process efficiencies.  The current 
servers have been in operation from eight to 
twelve years and are at end of their expected life. 
The 16 pairs of redundant control system servers 
are at the end of their normal expected life. Also, 
the servers are no longer supported by their 
manufacturer and spare parts are difficult to 
obtain.  Replacement with modern servers will 
enable Metropolitan to maintain water system 
reliability and security.   
During this period, IT staff installed replacement 
servers at four of Metropolitan’s facilities. The 
next steps are to complete the installation of the 
servers. The target completion date is December 
2014. 

 Metropolitan uses the Maximo maintenance 
management system to manage maintenance 
activities on its water conveyance, treatment and 
distribution systems.  Maximo facilitates the 
planning and scheduling of maintenance activities 
(i.e. preventive and corrective maintenance work 
orders) and acts as a repository for maintenance-
related data.  In addition, its records provide 
documentation required by the Enhanced Surface 
Water Treatment Rule and other drinking water 
regulations.  Maximo helps support Water System 
Operations (WSO) in their efforts to monitor and 
improve performance measures including the ratio 
of preventive to corrective maintenance hours, 
backlog, and wrench-time.  The ability to better 
perform preventive maintenance will produce 
longer asset life, increase reliability and reduce 
repair costs.  Upgrading Maximo to version 7.5 

 

 

 
 

 

 
 

 

 
 

 

Date of Report: 12/9/2014 3 



Board Report (ITSP Quarterly Report - Written Report (period ending 
Sept. 2014)) 

 

 
will increase stability and improve performance, is 
required for interfacing with other software to 
support WSO initiatives and brings Maximo back 
into vendor support.  The following month, staff 
conducted a kickoff meeting with team and key 
stakeholders to develop project plan.  In addition, 
staff loaded database onto the development 
servers, and conducted business requirements 
workshops.  The next steps are to complete the 
design of the upgrade and configure the system in 
development. The target completion date for the 
upgrade is June 2015. 
  

Expenditures in the Enhanced Reliability category 
were lower than projected for the first quarter of the 
fiscal year 2014-2015.  The variance is expected to 
decrease once payments are made related to 
procurement activities underway.  
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Enhanced Cyber Security: 
Through 1st Quarter 

FY Budget: $0.07 M        FY Expended: $0.06 M 

Key Accomplishments Included: 
The mission of enhanced cyber security is to secure 
system and network resources, protect application 
systems, safeguard the confidentiality of employee 
and district information, and educate employees about 
operating policies, procedures and best practices. 

 Staff continued to implement tools to enhance 
cyber security at Metropolitan, including 
development of standards for mobile devices, and 
conducted workshop with selected business units 
on Enterprise Mobile Management. 

 During this period, IT security manager presented 
at the WaterISAC webinar for over 100 registrants 
on the National Institute of Standards and 
Technology Cyber Security Framework 
implementation.  

Other Key Activities and Accomplishments 

IT staff continued to monitor and participate in local 
and national efforts aimed at enhancing security 
capability for the water sector.  During the period, key 
activities included:   

 IT security manager continued to review new 
legislations as applicable to Metropolitan.  Current 
bills under review included:  

 HR540 – pertains to National Energy 
Conservation Policy Act to promote 
energy efficiency via Information and 
Computing Technologies  

 HR624 – pertains to Sharing Certain 
Cyber Threat Intelligence and Cyber 
Security through Information between the 
Intelligence Community and Cyber 
Security entities 

 Implemented a mobile security pilot as part of the 
Metropolitan’s Enterprise Mobile Management 
strategy.  Staff implemented workflow to manage 
requests for secure remote access for authorized 
users.  Moreover, staff replaced web filtering 
product for risk mitigation of Internet content. 

Expenditures in the Enhanced Cyber Security category 
were within plan for the first quarter.  All projects are 
projected to complete within Board approved budgets. 
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Improved Water Quality: 
Through 1st Quarter 

FY Budget: $0.00 M        FY Expended: $0.00 M 
Key Accomplishments Included:  
Completed Laboratory Information Management 
System (LIMS) 
 The main functions of the LIMS are scheduling 

and tracking of water samples, managing 
department workflow, and workload, validating 
and storing analytical results; and providing 
reports of analytical collections.  The LIMS 
Upgrade was necessary as the last upgrade was 
completed back in 2010.  The usual life cycle of 
software is between 3-5 years in order to maintain 
software currency and vendor support.  This 
quarter, LIMS Upgrade was successfully 
completed and rolled – out to users.   

 IT staff continued to provide on-going support to 
important Water Quality software applications 
used for asset tracking, and identifying water 
movement to capture storages, deliveries and sale.  
These included: 
 Water Planning Application; This is an in-

house application to support WSO to 
translate and aggregate data into formats 
needed for planning decisions, forecasting 
demands, and State Water contracting 
requirements.  This application eliminates 
manual data importing, redundant data 
input, enhancing workflow and providing 
management with timely reporting.  
During this period, IT staff continued to 
support in the maintenance of the 
application such as, developing simple 
archiving process to compare two 
archived forecasts, and data tracking. 

 Electronic Systems Log is used to capture 
water operation and water quality related 
events that must be recorded for 
regulatory compliance and event 
monitoring. 
 

No capital dollars were budgeted in the Water Quality 
category for the first quarter.  All activities in this 
category reflect work being done as part of the fiscal 
year 2014-2015 O&M budget. 
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Productivity / Cost Efficiency: 
Through 1st Quarter 

FY Budget: $0.23 M        FY Expended: $0.26 M 
Key Accomplishments Included: 
Accounts Payable (AP) Automation System 
The AP Automation System is to scan paper invoices 
for the electronic storage of data and image files.  The 
application provides automated workflow for 
approvals, and automates invoice processing within 
Metropolitan’s financial system.  The system consists 
of accepting vendor invoices sent electronically or 
scanning paper invoices into the system.  The system 
will then extract the necessary data, as well as save the 
invoice image in a central repository, for future 
reference.  The new system provides for greater 
efficiency in records retention and reduces potential 
costs for paper copies, storage and associated labor. 
Records retention requires invoices to be kept for a 
period of six years. 
 During the period, IT staff and Accounts Payable 

worked collaboratively to test the new AP 
automation system. 

 Next quarter, end-user training classes are 
scheduled for Metropolitan employees on 
managing requests for information, invoice 
workflow, and the ease of use related to saving 
and searching electronically scanned invoices.   

 Rollout of the new AP Automation System is 
scheduled in November. 

Other Key Activities and Accomplishments 
 Successfully implemented 60 days email retention 

throughout the Metropolitan in compliance with 
Operating Policy B-11 Use and Retention of 
Electronic Mail.  

 Metropolitan continued its effort to update its 
Information Technology Strategic Plan (ITSP).  
The purpose of the ITSP is to provide a roadmap 
to guide the investment and deployment of 
information technology at Metropolitan over the 
next three to five years.  During this period, staff 
and consultant completed interviews with selected 
member agency Board members.  With the 
completion of data collection from Metropolitan 
executive management and selected member 
agencies, the Assessment Report is now 
completed.  The next step is to create strategic 
options to meet Metropolitan’s long term needs.  

 Working with Business Technology Group’s - 
Business Outreach Section, staff from Information 
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Technology presented at TechTalk the top ten tips 
to help users navigate “Windows 7 and Office.”  
The presentation demonstrated quick access tools 
for commonly used programs and actions.  In a 
subsequent presentation (September), IT staff 
presented the topic of “Mobile Technology.” 

 The Remedy system has been used by 
Metropolitan for the past 15 years.  This system is 
used to manage and generate service requests.  
During the period, IT staff developed a new web 
based software application to replace the old 
system for the Administrative Services Section.  
The new application is being developed by in-
house staff.  Final testing and deployment is 
scheduled to complete next period. 

 In support of HR, IT staff assisted with the data 
uploading process as part of Metropolitan’s annual 
benefits open enrollment. 
 

Expenditures for the Productivity / Cost Efficiency 
category were within plan for the first quarter.  All 
projects within this category are projected to complete 
within Board approved budgets. 
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