2011/12 Annual Audit Plan

ffice of the
eneral Auditor

O

"~ Audit & Ethics Committee

{1 (777
8 iy
5> %,
) ¢ B
a7 2>
&
2\
S )
e
p S AR
ZE =|
A
Y \\\\./ /s
A= VG
D
WO\ ] O
O
&y

June 28, 2011



Audit Department
Mission
“Internal Auditing Is an independent, objective
assurance and consulting activity designed to
add value and improve an organization's
operations. It helps an organization accomplish
Its objectives by bringing a systematic,

disciplined approach to evaluate and improve

the effectiveness of risk management, control,
and governance processes.”

The Institute of Internal Auditors (11A) 4-’5{{:
International Standards for the Professional Practice of Internal Auditing <&—3
and the profession’s Code of Ethics © Mission

=



Audit Department

2011/12 Objectives

Provide risk perspective and auditing advice/counsel to the
Board and management in operational and financial activities.

Effective risk-focused audit reports designed to communicate
the General Auditor’s opinion regarding the internal control
structure, significant control issues, and recommendations to
mitigate noted risks.

Completion time for audits and evaluating the adequacy and
timeliness of management’s responses 10, and corrective action
taken on, all significant control issues noted in audit reports.

Emphasize test work of significant projects. ./: 3



Audit Department
2011/12 Objectives ontinued)

Identify training opportunities for audit staff to enhance risk
assessment techniques and broaden their knowledge of
Metropolitan operations. Utilize this knowledge to fine-tune
the Annual Audit Risk Assessment and Audit Plan.

Promote professional certifications and reinforce core
competencies by supporting ongoing continuing education and
GASB training.

Efficiently manage the department’s budget for maximum
effectiveness of stated budgetary objectives.

Uphold the mission, roles, and responsibilities of the Audit P

Department. #g,

Goals



GPS for Auditors
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Determine Audit Universe
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Directors
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Risk Factors

Financial | Political | Legal/ Operational | Auditor
Regulatory Judgment

*Risk rating scale = 1 (low risk) through 5 (high risk)
*Highest risk rating = 25

L_owest risk rating =5



3asec i ] A High Risk
High priority audit.
— Recommend cost
e Er——— effective changes to

ity Corn hvtons Code Tite Improve controls.
1 Perfos
2z Intern
3 Supportth 3.4 2.4 34 =
4 QA SelfAs 22 22 22
5 Audit Mgmt 4.8 48 48
6 Audit Revie 4.8 48 48
7 AssistinFr 5 5 5
Probable Local Resource Program; 2 Ethics Prog 4.2 42 42
PIR GIS (Geographical 9 Legal Cont 36 36 36
Information System) )
10 Environme 26 26 26
11 Hazardous 2.4 3 32
1z Hazardous 3 3 3
12 HSE Progr 3.2 38 R
icipati 2 18 2
15 ‘wiater Polic 24 24
- a
rdous and Mon- 1? External &f 3. 32 32
I g rdous \Waste 17 Measurem 2.6 26 26
N pliance; :
TEmeri 12 Communic 2.4 24 24
rty Tax Revenue: y 19 Business O 3.2 32 32
Security .
sment / Remediation 20 Asset
el &Il iz Frope - -
- = Medium Risk
Low Risk [» ediu 1S

| 24 Die

Audit selectively. e «| Monitor appropriately

Inquiry & =4 for compliance and

observation » changes in internal
testing. 2 i

» controls.

4 Apprentice 3
35 Fuel Suppl 3.8 38 38
36 Sustainabili &
I OW h i g h 7 Board Initia 5 5 5 -
Options
High Significant Flot labels

Likelihood -




Financial JPolitical Legal / Operational Auditor
-- Regulatory - Judgment Inherent
Risk

Infrastructure Reliability_
Oxidation Retrofit
State Water Project

Real Property ®

Facilities Maintenance @ N
Stores Inventory g

Tax Revenue -@

Employee Training ®




So, where do we go?
And
What do we audit?




Navigating the Audit Plan
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Audit Department
2011/12 Proposed Audits

Water System Engineering
Operations Services Group

« Physical Security « WRM Programs « Oxidation
Management « SWP Water Retrofit

Colorado River Transfer Program

Aqueduct Program  Infrastructure
Programs Reliability

Environmental, : « Major

Health & Safety Strategic Water Construction
Management » Bay Delta  Perris Valley
Treatment Plants Initiatives Pipeline Project




Audit Department
2011/12 Proposed Audits

meal B t Business
eal Property Technology Group

* Revenue Bond » Property Leases « Consulting
Issues - Recreation Facilities Contracts

 Assist External » Quarterly consulting
Auditors Contracts Reporting

« Employee and « End User Security

Director Expense » Employee Usage of
Reports Company Property

* Interest Rate Swap Human Resources  Emergency
Program Preparedness

* Operating Revenue -Employee Benefits - Application Security
« Computer Assisted (Health Care) Controls
Audit Techniques *Human Resources « System Development
follow-up Life Cycle Reviews
*Temporary Workers (SDLCs)
*Employee Separations




Audit Department
2011/12 Proposed Audits

Board of
Directors

» Perform Board
Requests

Ethics

e Assist in Internal

and External
Fraud

Investigations

General
Manager

e Perform

Management
Requests




Audit Department

Resource Allocation
Audit Area B”d,ﬁ’(fﬁer‘i % of Total

Finance/Operational/Compliance
Information Technology
Board/Committee Meetings and Support

Assist External Auditors (Contractual)

Board and Management Initiatives

Comfort Letters
Follow-up Reviews
Special Reviews

Total

6,975
1,000
925
800
500
450
350
300
11,300 100%




Navigate

Annual Audit

Plan

Audit Department
Automated Audit System

[}:_.‘( TeamMate Audit Manz

TeamMate R8 SP2.1 (8.2.1)

CCH' TeamMate™

Audit Management System

Risk Assessment
TeamRisk Web

Project and Exception TeamCentral
Tracking

TeamMate
EWP

Electronic Working Papers

Team Store Maintenance

© 1993 - 2008 CCH. All Rights Reserved

Audit Universe TeamSchedule

T

eamMate User Communi

Getting Started

Project and Resource
Scheduling
TeamSchedule Web

Time and Expense
Capture

TEC Admin




Navigate
Annual Audit Plan
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Audit Department
Quality Assurance

“The Chief Audit Executive must develop and
maintain a Quality Assurance and
Improvement Program that covers all aspects
of the internal audit activity.”

International Standards for the Professional Practice of Internal Auditing 4’_:{3:3
Standard 1300 <=7

Mission



Audit Department

Quality Assurance and Improvement Pro gra

* Policies and procedures

* In-house seminars and
training

+ Continuing professional
education

» Professional
certification

* Independent assessment
every 5 years

» Board/Management
surveys

 External auditor
reliance on work papers

Training

External
Assessment

Ongoing
Reviews

Periodic
Reviews

* Supervision

* Bi-weekly status

« Work paper
review/approval

 Performance measures

 Audit report approval

 Quarterly risk assessment

* Audit staff surveys

* Client surveys

» Standards compliance

» Annual risk assessment

. Board/_Committee
reporting

» Budgeting and analysis

» Board/Management input







Audit Projects by Title

Audit Project Description

Finance

Risk Levels

Board!
Manage |
ment
Reques
L4

Financ.

Political

Legal!Re
9

Auditar
Judgm.

(i)

(i)

Various

Carryoyer audits from 2010011 Audit Flan

Complete in process audits.

1400

Revenue bond issues and restructuring

Fieview draft=s of text and tables of Preliminary Official Statements{Official
Staterments related to all debt izsues; izsue comfort lettars™ ko
underwriters. Contractually required.

Azzist enternal auditors

Azzist external auditors in quarterly audits of interim cash basis financial
statements and year-end audit of accrual basis financial statements for
current figcal year, Contractually required.

Perform Board requests

Ferform reviews at the request of the Board.

Perform Management requests

Ferform reviews at the request of Management.

Audit Management attendance at Board
meetings

General Auditar attendance at Board & Management meetings. Ensure
timely, thorough information is provided to the Board; maintain sound
relationships with the Board. Review Board letters and G monthly
reports.

Audit Review

General Auditor review of audits and audit reports.

Oridation Retrafit Program

Includes water treatment plant upgrade with new ozone disinfection system.
Encompasses Skinner, Weymaouth, Diemer, Jenzen, and Mills. Cumulative
estimate over $300 million. Diemer construction [Shimmick] audit
scheduled to complete in 2011012,

Infrastructure reliability

Feview the infrastructure rehabilication program on conveyence and
distribution systems. Projects include Diemer Morth Access Road,
‘wWeymouth Treatment Plant, Bow Springs Feeder Refurbishment, and
Diemer electrical upgrades. 201IME projects include Copper Basin Outlet
Fiehab, Etiwanda & Rialto Pipeline Replacements. Conduct areview of
‘wWeymouth Plant Improvements program including project cost tracking,
completion and closeout as well as administration and invoice accuracy.

Bay-Delta initiatives

Frovide assistance as needed to Sacramenta - San Joaquin Bay Delta
programs, including review of consulting contracts. Focus initially an
monitoring activities.

Human Resources

Azzess selected programs and processes within the HR function including
cost-effective processes and programes in staffing and development.
Pajar initiatives include Workforce PlanningfT alent Management; web
bazed capabilities; succezsion planning; and evaluating total compensation
plan. Follow-up requested in 201112,

Assist in internal and external fraud
inwestigations

Provide support as needed to LegalfEthics regarding hotline calls or fraud
inwestigations. Perform data gathering analytics on various areas and
aszess rigk Forl iIMproper trans actions.

Ethicz

Major construction projects

Feview controls owver construction contracts (project management,
contingency, change orders, contract compliance and expenditures]
excluding those already covered under 2 separate project. Capital
Investment Plan projects are grouped into Supply and Delivery Reliability;
Infrastructure Feliablity [see below]; CostiEHiciencyProductivity, W ater
quality; and Fegulatory categories, Fefer to 20112 Capital Investment Flan
Appendis for specific projects.

Perris Walley Pipeline Projects

Monitor and review overall agreement administration for Perris Walley
Fipeline supply and delivery reliability projects Pipeline construction on
South Reach to be completed by summer 2011; tunnel work deferred until
2017HE.

Emplayee and Director Expense Reparts

Manitar reparts prepared by the Controller; test expense claims for
propriety and compliance with established palicies [C-04); analyze expense
trends and expozure. Required.

Evaluate controls ower the Swap Program, including program
administration and reparting, and compliance with terme and conditions of




