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“Internal Auditing is an independent, objective 
assurance and consulting activity designed to 

add value and improve an organization's 
operations. It helps an organization accomplish 

its objectives by bringing a systematic, 
disciplined approach to evaluate and improve 
the effectiveness of risk management, control, 

and governance processes.”

Mission

The Institute of Internal Auditors (IIA)

International Standards for the Professional Practice of Internal Auditing 

and the profession’s Code of Ethics



Provide risk perspective and auditing advice/counsel to the 
Board and management in operational and financial activities.

Effective risk-focused audit reports designed to communicate 
the General Auditor’s opinion regarding the internal control 
structure, significant control issues, and recommendations to 
mitigate noted risks.

Completion time for audits and evaluating the adequacy and 
timeliness of management’s responses to, and corrective action 
taken on, all significant control issues noted in audit reports.

Emphasize test work of significant projects.

Goals



Identify training opportunities for audit staff to enhance risk 
assessment techniques and broaden their knowledge of 
Metropolitan operations.  Utilize this knowledge to fine-tune 
the Annual Audit Risk Assessment and Audit Plan.  

Promote professional certifications and reinforce core 
competencies by supporting ongoing continuing education and 
GASB training.

Efficiently manage the department’s budget for maximum 
effectiveness of stated budgetary objectives.

Uphold the mission, roles, and responsibilities of the Audit 
Department. 

Goals
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Financial  Political Legal/        Operational      Auditor

Regulatory                             Judgment

•Risk rating scale = 1 (low risk) through 5 (high risk)

•Highest risk rating = 25

•Lowest risk rating = 5
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Impact

Likelihood

low high

high

High Risk

High priority audit.

Recommend cost 

effective changes to 

improve controls..

Medium Risk

Monitor appropriately 

for compliance and 

changes in internal 

controls.

Low Risk

Audit selectively.

Inquiry & 

observation 

testing.
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Infrastructure Reliability 

Oxidation Retrofit

State Water Project

Real Property

Facilities Maintenance

Stores Inventory

Tax Revenue

Employee Training 

Inherent

Risk

High

Medium

Low

Financial      Political        Legal /        Operational         Auditor

Regulatory                                Judgment
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So, where do we go?

And

What do we audit?



WSO & BTG

Board  of 

Directors 

& 

Management 

Requests
HR & RP&M

CFO & 

WRM

External 

Auditor 

Assistance



Water System 
Operations

• Physical Security 
Management

• Colorado River 
Aqueduct 
Programs

• Environmental, 
Health & Safety

• Energy 
Management

• Treatment Plants

Water Resource 
Management

• WRM Programs

• SWP Water 
Transfer 
Program

Engineering 
Services Group

• Oxidation 
Retrofit 
Program

• Infrastructure 
Reliability

• Major 
Construction 
Projects

• Perris Valley 
Pipeline Project
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Strategic Water 
Initiatives

• Bay Delta 
Initiatives



Chief Financial 
Officer

• Revenue Bond 
Issues

• Assist External 
Auditors

• Employee and 
Director Expense 
Reports

• Interest Rate Swap 
Program

• Operating Revenue

• Computer Assisted 
Audit Techniques

Real Property

• Property Leases

• Recreation Facilities

Business 
Technology Group

• Consulting 
Contracts

• Quarterly consulting 
Contracts Reporting

• End User Security

• Employee Usage of 
Company Property

• Emergency 
Preparedness

• Application Security 
Controls

• System Development 
Life Cycle Reviews 
(SDLCs)
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Human Resources

•Employee Benefits 

(Health Care)

•Human Resources 

follow-up

•Temporary Workers

•Employee Separations



Board of 
Directors

• Perform Board 
Requests

Ethics

• Assist in Internal 
and External 
Fraud 
Investigations

General 
Manager

• Perform 
Management 
Requests
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Audit Area
Budgeted 

Hours % of Total

Finance/Operational/Compliance 6,975 62%

Information Technology 1,000 9%

Board/Committee Meetings and Support 925 8%

Assist External Auditors (Contractual) 800 7%

Board and Management Initiatives 500 4%

Comfort Letters 450 4%

Follow-up Reviews 350 3%

Special Reviews 300 3%

Total 11,300 100%
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Auditable Segments Defined

Prioritization of the Audit

Universe by Level of Risk

TeamMate

MWD Projects



“The Chief Audit Executive must develop and 
maintain a Quality Assurance and 

Improvement Program that covers all aspects 
of the internal audit activity.”

Mission

International Standards for the Professional Practice of Internal Auditing

Standard 1300



• Audit staff surveys

• Client surveys 

• Standards compliance 

• Annual risk assessment

• Board/Committee 
reporting

• Budgeting and analysis

• Board/Management input

• Independent assessment 
every 5 years

• Board/Management 
surveys

• External auditor 
reliance on work papers

• Supervision 

• Bi-weekly status 

• Work paper 
review/approval

• Performance measures 

• Audit report approval 

• Quarterly risk assessment

• Policies and procedures 

• In-house seminars and 
training

• Continuing professional 
education

• Professional 
certification

Training Ongoing 
Reviews

Periodic 
Reviews

External 
Assessment
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Questions




