Organization, Personnel and Technology Committee

ltem # 6a

Subject: IT Strategic Plan Update — Quarterly Report for Period Ending
March 2011

Purpose: Provide a quarterly update on the progress to implement the

Information Technology Strategic Plan and information technology
activities in general.
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Organization, Personnel and Technology Committee
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Summary

Provide a quarterly update on the progress to implement the Information
Technology Strategic Plan and information technology activities in general for the
period ending March 2011.
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Key Highlights

Completed comprehensive assessment for
rehabilitation of Wadsworth Pumping Plant controls

Completed installation of software for the Water
Quality Monitoring and Rapid Event Detection System

Conducted IT disaster recovery exercise for recovery of
SCADA system

Updated IT security standards consistent with evolving
best practices
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Cyber Security

Sony Hacked Again; 25 Million Entertainment Users’ Info
at Risk

By Jason Schreier

B

May 2, 2011 | 7:11 pm | Categories: Online Gaming

Financial Services

Citigroup: 360,000 Accounts Hacked in May

By Joseph Woelfel = B} 08M8M1 - 04:17 AM EDT

Add Comment

Lockheed Martin Suffers Massive
Cyberattack

"Significant and tenacious” attack targeted multiple U.S. defense contractors and may have
yerotiofor TIME involved hack of RSA SecurlD system.

i
MORE By Mathew J. Schwartz InformationWeek

May 31, 2011 08:00 AM

Another major defense contractor hacked; RSA

tokens likely involved

L-3 Communciations attacked on heels of Lockheed Martin breach

Willlam Jackson Jun 01, 2011
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Telephone System Replacement

* 70 MWD sites, 5,000 phones (desks,
conference rooms, faxes, modems,
warehouses, field locations, structures,
communication sites, etc.)

* Emergency 911 System, Automatic Call
Distribution, Least Cost Routing, Call Detall
Recording, Audio Conferencing, Voicemail,
System Management tools
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Two — Way Radio System Upgrade

Repeater sites

Handheld Radios Mobile Radios in Vehicles

Base Stations
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Two - Way Radio Regional Coverage

SAN BERNARDINO




Cloud Computing Update

Ci0 Offlce 365

Microsoft®

0.0ffice 365

iCloud
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Why are we looking at the Cloud?

Cost

®* Quicker software upgrades

Ease of expansion
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Business agility
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Criteria for Cloud Consideration

* Data Security
* Customization
* System Interfaces

* Bandwidth
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Cloud Candidates

Office Sl
. . Back Office App/Water
Productivity g
Specific
Office (Word, Vendor Maintenance
Excel, registration Management
PowerPoint)
GIS Fuel Management
Collaboration
Real Estate

Transportation
Environment, Management
Email Health & Safety

Web streaming

Conservation
Travel Expense | | Payroll/HR

GIS - Custom
Purchase Card Financials
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Applicationsin  Applications being
the Cloud considered for
(Examples) Cloud

Email

* SPAM filtering

Environmental Health & Safety
System

* Web streaming BOD meetings

* Vendor registration

Lease Management System
e Geographic Information System

Collaboration
* MyJobs

* Cloud storage (e.g., Drop Box)
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Next Steps for Cloud
Strategy

®* Finalize framework for evaluating applications
* Prioritize applications
* Develop timeline

* Implement according to plan
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