
 

• Board of Directors 
Engineering and Operations Committee 

October 10, 2006 Board Meeting 

8-3 
Subject 
Appropriate $2.16 million for Phase 2 of the Information Security Assessment/Remediation initiative as identified 
in the Information Technology Strategic Plan (Approp. 15378).  [Any discussion of specific threats or facilities 
to be heard in closed session.  Conference with Metropolitan's security operations manager - threat to 
public services or facilities; may be heard in closed session pursuant to Gov. Code Section 54957(a)] 
Description 
Background 

Cyber security remains a high priority at Metropolitan and is a key part of the Information Technology Strategic 
Plan.  Maintaining a secure computing environment is imperative and requires regular application of computer 
software patches and implementation of enhancements and upgrades to Metropolitan’s IT information security 
infrastructure to protect against new cyber threats that are identified on a continual basis.  According to federal 
statistics more than 25,000 new software and hardware vulnerabilities were identified from the year 2000 to date, 
with nearly 6,000 new vulnerabilities being discovered in 2005 alone.  Given the volume of vulnerabilities 
identified and patches that need to be applied, it is prudent to periodically assess whether all vulnerabilities have 
been successfully eliminated/mitigated.   

To that end, Metropolitan engages outside security consultants to perform independent assessments of different 
aspects of its IT infrastructure to identify any potential vulnerabilities and to make recommendations for 
strengthening our cyber security.  In addition, the internal Audit Department and external financial auditors 
examine different aspects of Metropolitan’s cyber security infrastructure and practices, making recommendations 
for improvement.  The recommendations from such assessments and audits are then prioritized and implemented.  

In December 2005, Kema Consulting, a SCADA cyber security firm, completed a comprehensive information 
security assessment of Metropolitan’s existing computer/network environment as part of Phase 1 of the 
Information Security Assessment/Remediation initiative.  The goal of this effort was to update a previous 
comprehensive security assessment and to identify any new vulnerabilities in Metropolitan’s computer/network 
environment.  While there were no critical findings, the study contained a number of important recommendations 
to strengthen several cyber security areas, which were ranked by priority.  The highest priority recommendations 
from these assessments and reviews were addressed under Phase 1 of the initiative.  These included installation of 
additional network firewalls to better protect the more critical components/areas within our network.  We also 
installed and are testing a software tool that ensures that devices that are allowed to connect to our network have 
up-to-date virus protection and patches installed on them.  This helps protect the network from being infected 
from devices that have viruses.  In addition, we implemented a more secure way for external vendors (such as 
Oracle) to attach to Metropolitan’s network when they are performing software maintenance on their products 
(e.g., Oracle financial systems) that Metropolitan uses. 

This action appropriates funds and authorizes Phase 2 of the Information Security Assessment/Remediation 
initiative.  Phase 2 would meet two primary objectives: (1) to implement all remaining recommendations from the 
Kema security assessment that were not implemented as part of Phase 1 because they typically required more lead 
time for planning and implementation; and (2) to proactively secure Metropolitan’s computing environment 
against cyber threats associated with new technologies to be introduced by future projects in the IT Strategic Plan.  
While Phase 2 will continue to protect Metropolitan from cyber security threats, it is possible that future 
initiatives may be needed as cyber security is complex and is constantly evolving due to technology changes. 
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Long-Term Remediation Initiatives ($1.2 million) 

The first objective includes implementation of longer-term remediation recommendations from the study such as 
physically segregating the business network from the SCADA network.  This will help further insulate the 
SCADA system from the rest of our business systems, to better protect the SCADA system.  Specifically, this 
would lessen the chance that someone who gained access to the business network could use that access to 
penetrate into the SCADA network.  Also included is implementation of a centralized automated system to collect 
security event information from installed information security devices such as intrusion detection systems and 
intrusion prevention systems.  Security event information is currently collected and analyzed via manual means.  
New software tools are available to expedite and automate this process so that information security staff may 
more quickly respond to potential incursions without having to manually sift through a lot of information, which 
often is difficult to interpret.  This funding request will identify and implement a Metropolitan-wide system to 
collect and give staff visibility over critical cyber security information through a common management console. 
Additional recommendations from the assessment study to be implemented include introducing security software 
to automatically detect and track configuration changes to network devices.  This is important to ensure that all 
changes are authorized and thoroughly reviewed to ensure they do not introduce vulnerabilities.  This is currently 
done primarily via manual procedures. New security software will also be implemented that will give staff the 
ability to continually self-scan and discover new vulnerabilities in Metropolitan’s network environment.  This is 
important to help staff identify and remediate new vulnerabilities quickly.  Collectively, these enhancements will 
permit staff to quickly and effectively address constantly changing information security vulnerabilities and risks 
to the IT infrastructure.   

Enhanced Cyber Protection ($960,000) 

The second objective of this initiative is to proactively implement measures to secure the computing environment 
against cyber threats associated with newly evolving technologies that are planned to be introduced as part of 
upcoming projects in the IT Strategic Plan.  New technologies such as wireless, web-based applications and 
mobile equipment have inherent security risks that must be addressed/mitigated.  Approximately one-third of the 
budget for the enhanced cyber protection will be used to purchase and implement new security software and 
hardware to ensure that Metropolitan’s computing environment remains secure as the new technologies are 
introduced.  Security enhancements to be implemented as part of this initiative will include a wireless security 
management system that will enable Metropolitan to automatically detect unauthorized wireless components 
within Metropolitan’s network system and provide additional protection to help block potential wireless external 
hackers or unauthorized users from breaking into our business networks.  This initiative will also help strengthen 
our network’s protection against becoming infected by any viruses on Personal Data Assistance (PDA) devices, 
smart phones and other mobile devices that may attempt to connect to Metropolitan’s network.  Also included 
will be upgrades to software tools used to enhance Metropolitan’s existing capabilities to stay up-to-date with 
vendor software patches.  This is important because patches address newly identified software vulnerabilities.  If 
left unaddressed, Metropolitan’s systems could be vulnerable to unauthorized access.  This initiative will also 
augment existing email spam and virus protection systems by providing new encryption capabilities to help 
ensure confidential email messages are secure and cannot be read by unauthorized personnel.   

Summary 

This action appropriates $2.16 million (Attachment 1) and authorizes the design and implementation of 
remediation measures, purchase of software and hardware tools, and implementation of emerging best practice 
information security measures.  Specialized technical assistance will be provided by consulting firms selected 
through a competitive process to perform discrete elements of work as the various components require different 
skill sets.  It is anticipated that these consulting agreements will be awarded by the General Manager under his 
Administrative Code authority.  This project has been evaluated and recommended by Metropolitan’s Capital 
Investment Plan Evaluation Team and funds have been included within the FY 2006/07 capital budget.   
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Policy 
Metropolitan Water District Administrative Code Section 5108:  Appropriations 

California Environmental Quality Act (CEQA) 
CEQA determination for Options #1 and #2: 

The proposed action is not defined as a project under CEQA because it involves continuing administrative 
activities (Section 15378(b)(2) of the State CEQA Guidelines).  In addition, the proposed action is not subject to 
CEQA because it involves other government fiscal activities which do not involve any commitment to any 
specific project which may result in a potentially significant physical impact on the environment 
(Section 15378(b)(4) of the State CEQA Guidelines). 

The CEQA determination is:  Determine that the proposed action is not subject to CEQA pursuant to 
Sections 15378(b)(2) and 15378(b)(4) of the State CEQA Guidelines. 

CEQA determination for Option #3: 

None required 

Board Options 
Option #1 

Adopt the CEQA determination and  
a. Appropriate $2.16 million in budgeted funds; and  
b. Authorize Phase 2 of the Information Security Assessment/Remediation initiative. 

Fiscal Impact: $2.16 million of budgeted funds under Approp. 15378 
Business Analysis: This option will implement security recommendations made by the external security 
consultant (Kema Consulting) and address cyber threats associated with new technologies being introduced as 
part of the IT Strategic Plan.  This all-inclusive approach will comprehensively strengthen Metropolitan’s 
cyber security. 

Option #2 
Adopt the CEQA determination and appropriate $1.2 million in budgeted funds to complete the first objective 
of Phase 2 of the Information Security Assessment/Remediation initiative. 
Fiscal Impact: $1.2 million of budgeted funds under Approp. 15378 
Business Analysis: This option will implement security recommendations made by the external security 
consultant, but not the cyber threats associated with new technologies being introduced as part of the IT 
Strategic Plan.  Staff will request funding for remediation of cyber threats at the time those new technologies 
are presented to the Board for approval.  While this option implements the Kema recommendations, it  could 
delay completion of projects introducing new technology to allow time to put new security measures in place.     

Option #3 
Do not implement Phase 2 of the Information Security Assessment/Remediation initiative. 
Fiscal Impact: No additional expenditure of budgeted capital funds 
Business Analysis: Deferral of this initiative will expose Metropolitan to cyber threats and increase 
information security risks. 
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Financial Statement for Information Technology System - Security Program 

A breakdown of Board Action No. 4 for Appropriation No. 15378 for the Information Technology System - 
Security Program is as follows: 

Previous Total 
Appropriated 

Amount
(July 2004)

Current          
Board Action      

No. 4
(Oct. 2006)

New Total 
Appropriated 

Amount
Labor 753,859$                664,000$                1,417,859$             
Materials and Supplies 398,119                  920,000                  1,318,119               
Incidental Expenses 18,550                    -                             18,550                    
Professional/Technical Services 746,568                  380,000                  1,126,568               
Operating Equipment 33,556                    -                             33,556                    
Contracts 140,500                  -                             140,500                  
Remaining Budget 184,848                  * 196,000                  380,848                  

Total 2,276,000$             2,160,000$             4,436,000$             

*Includes previous reallocation of $157,398 from remaining budget for additional software testing deemed necessary to implement three 
security initiatives.

Funding Request 

Program Name: 15378 – Information Technology System - Security Program 
Source of Funds: General Funds 
Appropriation No.: 15378 Board Action No.: 4 
Requested Amount: $ 2,160,000 Capital Program No.: 15378 
Total Appropriated Amount: $ 2,276,000 Capital Program Page No.: E-36 
Total Program Estimate: $ 4,436,000 Program Goal: Reliability & 

Efficiency 

 


